AGENDA ITEM # , December 20, 2022

ALAMEDA COUNTY
INFORMATION TECHNOLOGY DEPARTMENT

ITD HQ, 393 13™ STREET, OAKLAND, CA 94612 - (510) 481-3700 TIM DUPUIS
CHIEF INFORMATION OFFICER

December 13, 2022

Honorable Board of Supervisors
County of Alameda

1221 Oak Street, Suite 536
Oakland, California 94612-4305

SUBJECT: APPROVE THE UPDATED CENTRALIZED TECHNOLOGY POLICY
Dear Board Members:

RECOMMENDATIONS:

A. Approve the updated Centralized Technology Policy; and

B. Authorize the Chief Information Officer in consultation with the County
Administrator to implement the updated Centralized Technology Policy and amend as
necessary to improve efficiency, enhance cybersecurity and improve services
throughout the County.

DISCUSSION/SUMMARY:

In June 2010, the Board of Supervisors first adopted the Centralized Technology Policy.
This Policy directed Departments to submit technology initiatives to the Information
Technology Department (ITD) for review and recommendations before making purchases
with the goal of eliminating the duplication of systems and services and increasing system
availability while improving services throughout the County.

In the twelve years since the policy was approved, cybersecurity has come to the forefront of
essential services managed by ITD. This was recognized by your Board in December 2019
with the adoption of the Alameda County Cybersecurity Policy, which placed responsibility
for cybersecurity with the Chief Information Officer in partnership with the Chief
Administrative Officer.

The Centralized Technology Policy has been updated to reflect new programs ITD
implemented to aid Agencies and Departments in protecting their systems and data. Through
use of cybersecurity standards, processes, tools and technologies established by ITD,
Departments can maintain compliance with the Alameda County Cybersecurity Policy.
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Furthermore, to help Departments support their common technology requirements, ITD
provides Commodity Services that can be used by all departments. These services include a
technology service desk, end point procurement and support, cybersecurity account
provisioning and server administration, as well as infrastructure services such as network,
communications and radio. ITD provides Commaodity Services to County Departments to
monitor, recommend, and provide easy access to devices, services, and software which meet
the County requirements for network and security.

Since 2010, departments added to ITD Commaodity Services support include Social Services
Agency, Assessor, General Services Agency, and most recently the Health Care Services
Agency. In 2010, ITD was responsible for approximately 1,500 devices throughout the
County and now manages nearly 7,000 devices throughout the County, supporting 67% of
County Agencies and Departments. Centralizing the procurement and support of these
technologies makes for economies of scale and provides the County with a less complex
environment for support and monitoring.

To provide efficiency and improve compliance with the ITD technology procurement review
process, ITD and the General Services Agency (GSA) partnered to create the automated
Technology Acquisition Review (TAR) program to allow ITD to review all technology
purchases and renewals.

The Centralized Technology Policy has been updated to include the TAR program,
encompass new technologies and encourage County Departments to partner with ITD for the
management of common technologies to achieve greater efficiencies and enhanced security
protection.

FINANCING:

There is no increase to net County cost as a result of your approval of the updated
Centralized Technology Policy.

VISION 2026 GOAL.:

The Alameda County Centralized Technology Policy meets the 10X goal of Accessible
Infrastructure in support of our shared vision of a Healthy Environment.

Sincerely,

DocuSigned by:

Z/m ﬂw&
— C504117C2A294A7 ...
Tim Dupuis

CIO
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CC: County Administrator
Director, General Services Agency
Department Heads

County Counsel
Auditor-Controller



County of Alameda
Centralized Technology Policy

Introduction

In recent years Alameda County has made a significant investment in modern technologies. The Board of
Supervisors and County Departments have recognized that the implementation of modern technologies
introduces efficiencies into the workforce allowing staff to provide more effective services to the citizens of
Alameda County. Technology has also advanced significantly. It is easily accessible and relatively affordable. These
factors have led to decentralized growth of the County's technology assets. Though Departments are benefitting
from the technology, decentralized growth has resulted in unnecessary funding of duplicate systems and services.
Furthermore, many of the critical decentralized systems lack redundancy and environmental protections required
to remain useful during a disaster. This makes it difficult to develop effective departmental Continuity of
Operations Plans (COOP). Also, the lack of redundancy exposes the County to possible loss of critical services
during a disaster or due to cybersecurity attacks which are becoming more and more prevalent. To remedy this,
the Board of Supervisors has directed all Departments to review technology initiatives with the Information
Technology Department (ITD). ITD will determine which technologies will be procured and supported by ITD.

To help Departments support their common technology requirements, ITD provides Commodity Services that can
be used by all departments. These services include a technology service desk, end point procurement and
support, cybersecurity, account provisioning and server administration, as well as infrastructure services such as
network, communications and radio. ITD provides Commodity Services to County Departments to monitor,
recommend, and provide easy access to devices, services, and software which meet the County requirements for
network and security.

To streamline the review of technology initiatives by ITD, the General Services Agency and ITD provide an
automated Technology Acquisition Review (TAR) program to allow ITD to review all technology purchases and
renewals.

ITD will review the purchase of products and services in the areas below to identify redundancies, promote
efficiency and provide enhanced security protection.

e End Points

End points are the computing devices (desktops, laptops, etc.) used by County employees to perform
many of their job functions. ITD establishes standards for the configuration and security of end points,
and can provide centralized procurement, patching and support for department users.

e Network Support

Networking requires an enterprise design. Network equipment installed at one department can
dramatically affect other systems throughout the County computing environment. ITD is responsible for
the installation, maintenance and support of all County networking equipment.



Compute, Cloud and Data Storage

Alameda County has made a large investment in a state-of-the-art data center. The environmental
protection systems and monitoring meet or exceed data center standards. Power redundancy and power
protection such as an Uninterruptable Power Supply and a custom-built diesel generator help ensure that
computer systems will continue to function throughout a sustained power outage. 24 hours a day, 7 days
a week there is staff in the data center that monitor equipment and ensure systems continue to be
available. ITD also provides access to cloud-based solutions that offer additional capabilities for resilience,
flexibility and cost effectiveness. These are County resources that all departments must leverage.

Email and Collaboration Tools

Email and other collaboration tools like Teams, Office 365, SharePoint and OneDrive have become
essential tools to conduct County business. The County has a cloud-based email and collaboration system
that can support all County users. All departments will use the ITD managed email and collaboration
systems.

Communications

Communications is vital to supporting County services. ITD provides communication services that include
telephone and radio technologies, as well as contact center and automated voice response systems. All
departments will use ITD managed communication services.

Cybersecurity Services

Cybersecurity threats pose an increasing risk to County systems and data. The County has established an
enterprise cybersecurity program. This program provides multiple tiers of protection throughout the
entire County computer infrastructure. It is essential that one centrally managed program be used to
coordinate all cybersecurity defenses across the County. All departments will comply with the Alameda
County Cybersecurity Policy.

Enterprise Systems and Software

Enterprise Systems and Software are computer environments that can be leveraged by the majority of
County departments. Economies of scale can be achieved by purchasing a single environment that all
departments can leverage. Unnecessary duplicate purchases and redundant staffing are eliminated.
Enterprise licenses are negotiated to reduce the unit costs. All potential Enterprise Systems and Software
will be reviewed by ITD for the purposes of centralizing these systems in the County Data Center with
support from ITD.

Not all technologies are appropriate for centralization. ITD will base the centralized support and hosting
decision on several factors including the potential Countywide use of the technology and the potential
cost savings achieved by centralizing the technology. The intent of this policy is to improve efficiency,
enhance cybersecurity and improve services throughout the County.
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